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e ybersecurity Advisory

TLP:CLEAR

People's Republic of China-Linked Cyber Actors
Hide in Router Firmware

Executive summary

The United States Mational Security Agency (NSA), the U.5. Federal Bureau of
Imvestigation (FBI), the U.5. Cybersacurity and Infrastructure Security Agency [CISA),
the Japan National Police Agency (NPA), and the Japan National Center of Incident
Readiness and Sirategy for Cybersecurity (NISC) (hereafter referred to as the
“authoring agencies”) are releasing this joinl cybersecurity advisory (C3SA) 1o detail
activity of the People’s Republic of China (PRC)-linked cyber actors known as
BlackTech. BlackTech has demonstrated capabilities in modifying router firmmwarne
withoul daetection and axploding routers’ damain-trust relationships for pivating from
international subsidiaries 1o headquarters in Japan and the LUL.S. — the primary largets.
The authoring agencies recommend implementing the mitigations described 1o detect
this activity and protect devices from the backdoors the BlackTech actors are leaving
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